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JOB DESCRIPTION & PERSON SPECIFICATION

	SERVICE AREA: 

	Town Clerk’s Service
	POSITION NO: 

	SECTION: 

	Information Governance and Member Support
	GRADE: 6

	
JOB TITLE:  

	
Information Governance Officer

	DATE PREPARED: 17/01/2022

	EVALUATION DATE:

	25th January 2022
	JE NUMBER:   NC129


	DIGNITY AT WORK: To show, at all times, a personal commitment to treating all customers and colleagues in a fair and respectful way, which gives positive regard to people’s differences and individuality (for example, gender, gender identity, nationality or ethnic origin, disability, religion or belief, sexual orientation, age).  Assists in ensuring equal access to services and employment opportunities for everyone and promotes the Council’s Equal Opportunities in Employment Policy.



	PURPOSE: To support the council’s Information and Data Protection Manager, Information Risk Officer and Records and Information Manager through the delivery of casework and reports on information governance requests.  This service also provides advice and assistance to the council on information governance matters including data protection, information sharing and information risk.  



	PRINCIPAL ACCOUNTABILITIES:
Please note decision making must be included within the Principal Accountabilities

	1.
	To case-manage customer information requests, including those made under the Freedom of Information and Data Protection Acts, to ensure the council provides timely, comprehensive and co-ordinated responses. The post holder will exercise initiative in organising and planning their own work and making decisions on how to progress and resolve cases. This requires a meticulous approach and good eye for detail when compiling and redacting documents. 

	2.
	To liaise with service areas in responding to information requests providing advice and technical support to ensure statutory time limits are met and information is disclosed or withheld in accordance with policies and legislation.  This can require the interpretation of complex legal guidance and negotiation with internal and external stakeholders to establish whether legal exemptions prevent the disclosure of information.

	3.
	To develop and maintain a detailed understanding of relevant working practices, policies and legislation. The post holder will be expected to maintain awareness of information governance decision notices, information tribunal outcomes and changes in legislation to ensure the team complies with statutory requirements and good practice guidance.   

	4.
	To record and monitor relevant data, provide reports for Information Governance stakeholders and communicate effectively with customers at all levels. To gather, compile and interpret customer and service area-related information for the Information and Data Protection Manager, Information Risk Officer and Records and Information Manager.

	5.
	To provide information security and data protection support to service areas to assist with decision-making in the areas of compliance, risk management and business continuity planning.  Makes decisions in conjunction with the Information and Data Protection Manager, Information Risk Officer and Records and Information Manager in relation to data protection, information security and data sharing matters.

	6.
	To provide advice, leadership and support across the council on information governance issues.  To include Freedom of Information, Environmental Information Regulations, Data Protection, Information Security and the development and management of information protocols and data sharing arrangements.

	7.
	To assist the Information and Data Protection Manager, Information Risk Officer and Records and Information Manager in the development, maintenance, promotion and communication of policies and procedures required by relevant legislation and for compliance with information security standards.

	8.
	To assist with team induction and mentoring, helping and encouraging other team members with guidance, direction and training on operational aspects of information governance work, legislation, good practice and procedures. This will include the presentation of training/information sessions to non-specialist staff groups and service users as well as providing advice for partners and external agencies.  

	9.
	To assist with the pro-active publication of council information in order to promote transparency and openness and reduce ongoing volumes of customer enquiries.

	10.
	To assist with Public Interest Immunity (PII) requests received from the Police submitted via Annex C & E forms.  This process also involves liaising with Lawyers and Legal Officers in the Council’s Legal team and redacting information relating to the Court. This work can involve reading difficult and distressing information about sexual abuse allegations This includes requesting Children’s Social Care files from the relevant colleagues in that service, scanning, photocopying and filing appropriately then contacting the Police to arrange appointments and assisting them when visiting the Guildhall.  This role requires regular attendance at the Information Governance Teams Office to facilitate the disclosure of records to the Police, as well as supporting junior colleagues with the scanning and preparation of paper records.

	11.
	The Health and Safety at Work etc. Act 1974 and associated legislation places responsibilities for health and safety on Hull City Council, as your employer and you as an employee of the council. In addition to the Councils overall duties, the post holder has personal responsibility for their own health & safety and that of other employees; additional and more specific responsibilities are identified in the Council’s Corporate H&S policy.

	GENERAL:
The above principal accountabilities are not exhaustive and may vary without changing the character of the job or level of responsibility. The postholder must be flexible to ensure the operational needs of the Council are met.  This includes the undertaking of duties of a similar nature and responsibility as and when required, throughout the various workplaces in the Council.





	
DIMENSIONS:  
All sections should be completed – if there aren’t any state ‘none’

	1.	Responsibility for Staff:
· The post holder may be required to delegate work to Town Clerk’s Service Support Staff, providing guidance and advice in dealing with more complex requests and information governance issues.    

2.	Responsibility for Customers/Clients:

Manage relationships with internal customers. 
· Liaise with colleagues, elected members and partners in order to gather and agree information for disclosure and/or publication.  
· Provide support to service areas on information governance policies and legislative compliance.  
· Work with service areas to investigate, record and remedy information security incidents. 
· Work with service areas to pro-actively publish council information.  

Manage relationships with external customers.  
· Manages information requests and provides advice and assistance to applicants.
· Liaises with partners and suppliers in order to gather and agree information for disclosure and/or publication.  
· Negotiation with partners and external agencies on the supply, and conditions of re-use, of council information.

3.	Responsibility for Budgets:
· Determines fees for complex information requests according to government legislation and council policy in order to provide fees notices to clients.  

4.	Responsibility for Physical Resources:
· Responsible for the appropriate use of resources and equipment.
· Responsible for proper use and recording of sensitive personal/financial information.
· The post holder is responsible for providing advice, guidance and awareness to the council to enable service areas to manage their information assets effectively.  


	WORKING RELATIONSHIPS:
All sections should be completed – if there aren’t any state ‘none’

	1.	Within Service Area/Section:
· Accountable to the Information and Data Protection Manager, Information Risk Officer and the Records and Information Manager. Provides supervision and support to the Information Governance Assistant.  
· Works with members of the wider Town Clerk’s service in order to ensure compliance with information legislation and standards and to co-ordinate activity on legal matters which can involve the Information Governance Team, for example information requests made to support legal proceedings.

2.	With Any Other Council Areas
· Builds and maintains effective working relationships with all service areas.  The team has a network of information governance representatives who are the first point of contact in each service on information governance matters.  
· Works closely with Media Relations Officers in order to manage the council’s reputation in respect of the publication and disclosure of information.   
· Co-ordinates activity with the Communications and Marketing service in order to develop solutions to pro-actively publish data and promote public access to council information.

3.     With External Bodies to the Council
· Consults external partners and suppliers in order to inform decisions on disclosure under relevant information legislation.
· Develops and maintains effective working relationships with local partners to facilitate data sharing, the creation of information protocols and the exchange of best practice.
· Works with information governance staff at local partners to investigate information security incidents or concerns.



	ORGANISATION CHART: 
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	Tick relevant level for each category
	

	
	Not applicable
	Low
	Moderate
	High
	Very High
	Intense
	




Supporting Information 
(if applicable)

	PHYSICAL DEMANDS:
Physical Effort and/or Strain – (tiredness, aches and pains over and above that normally incurred in a day to day office environment).
	ü
	
	
	
	
	


	



	WORKING CONDITIONS:
Working Conditions – (exposure to objectionable, uncomfortable or noxious conditions over and above that normally incurred in a day to day office environment). 
	ü
	
	
	
	
	


	



	EMOTIONAL DEMANDS:
Exposure to objectionable situations over and above that normally incurred in a day to day office environment.
	
	
	ü

	
	
	
	This work can involve reading difficult and distressing information about sexual abuse allegations. A proportion of the team’s customers request information from us because they are in dispute with, or are dissatisfied with, the Council.  This results in a higher number of challenging customers than would be found in a normal office environment.





	
PERSON SPECIFICATION
	Tick relevant column
	List code/s*

	The information listed as essential (the column that is shaded) is used as part of the job evaluation process.  The requirements identified as desirable are used for recruitment purposes only.
*Codes: AF = Application Form, I = Interview, CQ = Certificate of Qualification, R = References (should only be used for posts requiring DBS’s), T = Test/Assessment, P = Presentation
	Essential
	Desirable
	How identified 

	1. 
	Qualifications:

	
	Educated to ‘A’ Level standard or equivalent or relevant experience
	ü
	
	AF/CQ

	
	Prepared to work toward an Information Systems Examinations Board (ISEB) or equivalent in an information governance discipline
	ü
	
	I

	2. 
	Relevant Experience:

	
	Practical experience of case-management work, with a strong customer focus, in a high-volume environment.
	ü
	
	AF/I

	
	Experience of working with information governance legislation, particularly the Freedom of Information and Data Protection Acts.
	
	ü
	AF/I

	
	Experience of taking part in joint working initiatives or working with other agencies, including different internal departments or external partners.
	
	ü
	AF

	
	Experience of dealing with customers in difficult or distressing situations with patience, tact and diplomacy.
	ü
	
	AF/I

	
	Good general knowledge of the organisation and activities of local authorities.
	
	ü
	AF

	3. 
	Skills (including thinking challenge/mental demands):

	
	Ability to work independently in a busy office in order to organise and prioritise own caseload to meet strict targets and deadlines.
	ü
	
	AF/I

	
	Well-developed computer and numeracy skills
	ü
	
	AF/I/CQ

	
	Ability to use initiative and research skills to understand underlying issues and interpret what information customers are requesting and where it is located within the council.
	
	ü
	AF

	
	Highly developed negotiating skills with the ability to influence others effectively whilst explaining legislative requirements.
	ü
	
	AF/I

	
	Able to work as part of a team, co-ordinating and prioritising activity, in order to meet changing deadlines/objectives.
	ü
	
	I

	
	Able to maintain accurate and organised records.
	ü
	
	AF/I

	4. 
	Knowledge:

	
	Knowledge of information governance, information security and relevant legislation including the Freedom of Information and Data Protection Acts.
	ü
	
	AF/I/CQ

	
	Detailed knowledge of the council’s services and policies.  
	
	ü
	I

	
	Knowledge of IT systems and packages used in Council administration, such as Microsoft Word, Microsoft Outlook, Microsoft Excel, Microsoft Teams and CRM
	ü
	
	AF/I/CQ

	

	
	
	
	

	5. 
	Interpersonal/Communication Skills:
Verbal Skills

	
	Ability to establish effective working relationships with a range of partners/colleagues.
	ü
	
	AF

	
	Able to appropriately and sensitively deal with all customers, including verbal interactions, in circumstances which may be emotionally challenging.
	ü
	
	AF/I

	
	Ability to effectively negotiate with internal and external stakeholders.
	ü
	
	AF/I

	
	Ability to deliver presentations, advice and training to staff at all levels of the organisation.
	
	ü
	AF/I

	
	Written Skills

	
	Ability to present complex information accurately and appropriately in correspondence with internal and external customers.   
	ü
	
	AF

	
	Ability to effectively and accurately record, compile and redact information including taking meeting minutes
	ü
	
	AF

	
	Ability to produce reports in defined styles and formats.
	
	ü
	AF

	6.
	Other:
	
	
	

	
	None
	
	
	

	

	The requirements listed below are not considered during the job evaluation process but are essential requirements for the role that will be assessed during the recruitment process.

	7. 
	Values and Competencies:

	
	The values and competencies listed below are all essential requirements for working at Hull City Council in any post; however, those that have been ticked as essential have been identified as key for this role and will be measured as part of the selection process.  They are not required to be addressed in the candidate’s application form.
	
	
	

	
	Values:
	
	
	

	
	People First
	
	N/A
	I

	
	Respect
	
	N/A
	I

	
	Learning
	
	N/A
	I

	
	Ambition
	
	N/A
	I

	
	Partnership
	
	N/A
	I

	
	A copy of the Council’s Values and Behaviours can be accessed via the Council’s website – www.hullcc.gov.uk/jobs

	
	Competencies:
	
	
	

	
	Leading forward 
	
	N/A
	

	
	Improving services
	
	N/A
	

	
	Analysis and decision making
	ü
	N/A
	

	
	Making things happen
	ü
	N/A
	

	
	Communicating with impact 
	ü
	N/A
	

	
	Collaboration 
	ü
	N/A
	

	
	Developing self and others
	
	N/A
	

	
	A copy of the Competency Framework can be accessed via the Council’s website - www.hullcc.gov.uk/jobs

	8. 
	Additional Requirements:

	
	Cross as an essential requirement if the candidate requires a Baseline Personnel Security Check (BPSS).
	
	N/A
	

	9. 
	Disclosure of Criminal Record:

	
	The successful candidate’s appointment will be subject to the Council obtaining a satisfactory Basic/Standard/Enhanced Disclosure from the Disclosure & Barring Service (if ticked as an essential requirement). #Service area to select as required.
	

	N/A
	DBS Disclosure

	
	If the postholder requires a Standard or Enhanced DBS disclosure the candidate is required to declare full details of everything on their criminal record unless the conviction/s and/or caution/s are considered “protected” in line with filtering rules for DBS checks.
	
	N/A
	AF (after short listing)

	
	If the postholder requires a ‘Basic Disclosure’ or no disclosure is required, the candidate is required to declare unspent convictions only.
	
	
	AF (after short listing)
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